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Universal Secure Phone

VoIP & Analog Phones

■■ General Dynamics Sectéra® vIPer™ Universal Secure Phone
The Sectéra® vIPer™ Universal Secure Phone provides the latest technology for both non-secure 
and secure, end-to-end Voice over IP and analog networks, eliminating the need for multiple 
desktop phones. SCIP and Crypto Modernization compliant, the vIPer phone is the only VoIP  
phone certified to protect information classified Top Secret/SCI and below, including Sensitive  
But Unclassified (SBU). The vIPer phone supports multiple key-sets for U.S. government  
sponsored interoperability (e.g., NATO and coalition).

Features

•	 Analog (PSTN) and VoIP (Cisco® Skinny Call Control Protocol [SCCP] or Session Initiation 
Protocol [SIP]) connectivity

•	  Simple switch between analog (PSTN) and VoIP networks via the easy-to-use menu

•	 NSA, JITC and TSG Certified

•	 Ideal STU/STE replacement — trade-in options available

•	 High-quality voice/low SATCOM latency

•	 Integrated security for Top Secret/SCI and below (no Fortezza card or CIK required)

•	 Secure data and fax transfer

•	 Free software upgrades available online

•	 Precedence and preemption

Cost-Effective, Modern Secure Phone
The Sectéra vIPer phone provides high-quality, clear voice and data communications for VoIP  
and analog networks in one device. Unlike other government secure phones, the vIPer phone  
is a single desktop phone with integrated security and PIN-based access control, eliminating  
the cost and labor associated with accounting for additional crypto cards.

Easy to Use and Manage
Simple to install, the vIPer can be set up out of the box within two minutes. The large, easy-to-read 
display is intuitive and user-friendly as is the web-based management tool. The vIPer phone can 
be managed by GEM X™ Encryptor Manager, which is also used to manage the widely deployed 
TACLANE® family of encryptors.

Ideal STU Replacement
The vIPer phone provides a smooth transition as your networks evolve from analog (PSTN)  
to VoIP. Simply switch between networks via the easy-to-use menu. STU/STE trade-in options  
are also available for users to upgrade to a more flexible, modern secure phone.

Customer Investment Protection Program
Invest in a phone with the latest technology, not a phone that retrofits older technology. The vIPer 
phone provides integrated security, capability for use on multiple networks, free software upgrades 
and trade-in programs for legacy phones. The vIPer phone is interoperable with all government 
secure phones, DoD networks and devices (JITC certified) and commercial IP phones (Avaya  
and Cisco).

Easy to Use

•	 LCD display with backlight

•	 Fast secure call set-up

•	 Web-based GEM X™ administration

•	 Fast, touch-free software upgrades  
for non-secure call features

•	 Supports DHCP for fast set-up

State-of-the-Art Technology

•	 Secure data transfer to other SCIP-capable  
devices (key material, secure fax)

•	 Commercial open standards

•	 Powered over Ethernet or AC

•	 MIL-STD-810F for temperature,  
humidity, vibration, shock and altitude

NOTE:  Contact your local CSC Representative  
for ordering information.

success story

  LogIstIcs support

the power of one WEsco can help you improve global logistics.

The Department of Defense awarded WESCO CSC a contract for 
secure networking equipment, inside and outside plant infrastructure 
and communication hardware. WESCO CSC was awarded the contract 
because our domestic and Middle East offices are able to coordinate 
services such as project integration, kitting, containerization and logistics. 
What’s more, WESCO CSC partners with suppliers who provide additional  
value to ensure projects are completed on time and within budget.

WESCO CSC provides logistics support for clients all around the world. 
If we can help support the global deployment of U.S. forces, we can  
help your company solve logistical challenges, too.

•	  Sourcing, managing and delivering  
a wide range of products

•	 Coordinating projects

•	 Documenting exports

•	 Forwarding freight
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